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Bunanuii: IlpusatHOMY aKiioHepHOMY ToBapHCTBY «IHCTHTYT iH(GOPMALIMHEX TEXHONOTIHY
(xom EIPTIOY 22723472)

Ha MificTaBi pimenns ExcrepTHOl KoMicii 3 NHTaHb MPOBEIEHHS AepKAaBHOT excriepTusu B cdepi
KpunrorpadiqHoro 3axucty imdopmauii JlepkaBHoi ciyxGu cremianbHOro 3p'I3Ky Ta 3aXHCTY
indopmanii Vkpainu, nporokon Bix 29.04.2021 Ne 499.

O6’exr excnieprusu: Ilporpamue 3aGesnevenns «KoMmiexcy mporpaMHoro KOPHCTyBaua LIEHTpY
cepruikanii xmouis «IIT Kopucrysau LICK-1» €AAJT.00021-13 90 02.

Po3poGnenuit (Burorosnenwuit): llpuBaTHuM aKIliOHEPHUM TOBAPHCTBOM «IHCTHTYT
inopmauiituux Texnonoriit» (kog €EJIPTIOY 22723472).

Excniepranii 3aknan: Anminicrpanis [lepxkaBHoi Ciyx6d cremiatbHOro 38’s3Ky Ta 3aXHCTy
indopmanii Yipaiuu (kox €APIIOY 34620942).

BucHoBku:

1.B 00’exti ekcrepTH3d NpaBWIBHO peani3oBaHO KpunTorpadiuni airOpUTMH, BH3HAYEH]

ACTY T'OCT 28147:2009 (y pexumax ramyBanHs Ta o6uucienns imitoscraku), FOCT 34.311-95,

JCTY 4145-2002.

2.B 00’ekTi eKCIepTH3H NpPaBHIBHO PEaNi3oBAaHO KPHUITOrpadiudi anropuTMi mH(pyBaHHS

TDEA, AES Busnaveni JICTY ISO/IEC 18033-3:2015 (B pexumi CBC, BH3HAYCHOMY

JICTVY ISO/IEC 10116:2019).

3.B o0’exti excrepTH3M NpaBHIBHO peani3oBaHO Kpuirrorpadiudi anropuTMu renryBaHHs

SHA-1, SHA-256, SHA-384, SHA-512, susnaueni JICTY ISO/IEC 10118-3:2005.

4.B 00’eKTi eKCIepTH3H MNPaBUILHO peami3oBaHO KpHNITOrpaQiunuii ANTOPHTM reuryBaHHSA

SHA-224, susnauenuii FIPS PUB 180-4.

5.B o0’exti  eKkCmepTH3M  NpaBMIBHO  pealizoBaHO  KpumrTorpadidHmi IIPOTOKOJ

aBTOHOMHOTrO  y3ro/pkeHHs  kmodiB  thny  Jipdi-I'enmana (KANIDH), Bu3Hauenwuii

. 8.2 ICTY ISO/IEC 15946-3:2006.

6.B  00’ekTi  eKcnepTM3M  NpaBHIBHO  peanizoBaHo  KpumnTorpadiuHumii ITOPUTM

wnpysanns  RSA,  pusmavemmit  PKSC#1  v.2.1 «RSA  Cryptography  Standard»

(3a cxemoro RSAES-PKCS1-v1_5), IETF RFC 3447.

7.B 00’eKTi CKCICPTH3H NPAaBHJIBHO PEali30BAaHO KPUITOrpadiuHuii asropuT (bopmyBaHHs

Ta  TNEPEBIpAHHS  €NEKTPOHHOro  miamucy  RSA,  BusmHauenmii  PKSC#I v.2.1

«RSA Cryptography Standard» (3a cxemoro RSASSA-PKCSI-vl_5), IETF RFC 3447.



8.B  o0’exTi  eKCHepTH3H  NpaBMIBHO  peajli3oBaHO  KpumTorpadiunuii  anropur™
bopmyBanHs Ta nepeBipsaHHS €JIEKTPOHHOTO nianucy ECDSA, BU3HAYECHHH
JICTY ISO/IEC 14888-3:2019.

9. ®opmar Ta BMIiCT cTaryciB ceprH(dikaTiB Ta 3anMTIB Ha iX OTPMMaHHS BiANOBifac BHMOram
IETF RFC 6960 «Internet Public Key Infrastructure Online Certificate Status Protocoly.

10. ®opmar Ta BMmicT ceprudikaTiB i chHHCKIB BiAKIMKaHMX cepTH(IKAaTiB  BiANOBIZAIOTH
Bumoram JICTY ETSI EN 319 412:2016 (ETSI EN 319 412:2016, IDT) «Enexktpouni nignmucu i
inpacrpykrypu (ESI). ITpodini ceprudikarisy.

11. ®opmar Ta BMIiCT mianuMcaHMX NaHMX (KpunrorpadiuHuX moBiZOMIEHb THMY «signed-datay)
Bianosigaots Bumoram JICTY ETSI EN 319 122:2016 (ETSI EN 319 122:2016, IDT). Enexrpossi
niamucu # indpacrpykrypu (ESI). LHudposi nignucu CAJES».

12. ®opmar Ta BMicT nmo3Hauok dacy TSP Ta 3anuTis Ha iX OTpMMAaHHS BiJNOBINAIOTH BHMOTaM
JACTY ETSI EN 319422:2016 (ETSI EN 319422:2016, IDT). Enexktponni mnigmucu W
indpacrpykrypu. IIpoTokon MiTku yacy Ta npodiii TOKEHIB MiTKH yacy».

13.B 00’€KTi eKcHepTH3¥ aIropuT™M TIeHepalil KIOYOBHX JaHHX BiANOBIAC JOKYMEHTY
«Metonuka renepauii kmo4yoBux nannx €AAJ.468244.020 J11.05».

14. Metonu 3axucTy, peainizoBaHi B 00’€KTi €KCIEPTH3HM, BiNOBiZAIOTH BUMOraM 10 3acobiB
KpunrorpagigHoro saxucry inpopmanii kiacy B2 (3axuct BiJ mOpymHHKA NEPIIOTo Ta HYJIHOBOTO
piBHiB), BH3HauYeHMM B [lonmoeHHi Npo MOPSAIOK PO3pOGIEHHS, BUPOGHUUTBA Ta eKCIUTyaTallii
3aco0iB  KpunTorpagiyHoro 3axucry iHdopmanii, 3aTBep/pkeHOMY HakazoM AaMimicTpanii
HepxaBHoi ciy0H crieniaabHOro 38°s3Ky Ta 3axucty iHpopmanii Ykpaiuu Big 20.07.2007 Ne 141,
3apeectpoBanuM B Minictepersi roctuuii Yipainu 30.07.2007 3a Ne862/14129 (3i 3minamu).

15. O6’exkr exkcnepTH3M BiNNOBiZac BHMoOraM TexHiudHoro 3apmanus €AAJI.00021-13 90 02-1
i3 Jlonouennam Ne 1 €AAJI.00021-13 90 02-2, Jlonosuenusm Ne2 €AAJL.00021-13 90 02-3
JI0 HBOT'O, B YaCTHHI peasizanii ¢pyHKUiH kpunTorpadiuHux NepeTBOPEHb.

16. O6’ext excnepTusn Moxe OyTH BHKOpHCTaHH# Ui kpunrorpadiuxoro saxucry indopmarii
3 oOMexeHuM H0CTYNoM (KpiM ciyk6oBoi iHpopmauil Ta iHpopMalii, 1O CTAHOBHTH JEp:KaBHY
TAEMHUIO) Ta BIIKpUTOI iHOpMAIlii, BUMOra LO/A0 3aXHCTY AKOT BCTAHOBJICHA 3aKOHOM.

17. O6’ext excnepTusn Moxke OyTH BHKOPHCTAHMil Ul HaJaHHS KBaniikoBaHMX eIeKTPOHHHX
JOBIpYHX ITOCIYT.

OcobmuBi ymoBH (peKOMEHJAIT): sl eKCIEPTHOr0 BHCHOBKY IIOIIMPIOETHCS HA 3pa3kH 06’ekra
eKCNePTH3H, BUTOTOBJIEH] BiANOBIHO 10 TeXHIYHUX yMOB TV 72.2-22723472-008:2011 3i 3minamu
Ne 1, Ne 2, No 3, Ne 4 no Hux.

TepmiH f1ii excriepTHOro BUCHOBKY — 710 29.04.2026.
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