I[TPOEKT

MIHICTEPCTBO IOCTHIIIT AJIMIHICTPALIS AEPYKABHOI

YKPATHHA CJYKBU COEHIAJBHOI'O
3B’SI3KY TA 3AXUCTY
IH®OPMAIIIl YKPATHA
HAKA3
M. KuiB
Ne /

Ilpo BHeceHHd 3MiH [0 Haka3sy
MinicrepcTBa 1ocTumii  YKpaiHum,
AaminicTpanii  JlepkaBHoi  ciayxOu
CIeUiaJIbHOI0 3B’A3KY Ta 3aXHCTy
ingopmanii Ykpainu Bin 05 rpyans
2013 poxy Ne 2563/5/645

Bignosigno no 3akony Ykpainum «IIpo enexTpoHHUN HUGPOBUIN ITiAIKCY,
nianyHKTiB 76, 77 nyHkty 4 IlonmokeHHs mpo MiHICTEpCTBO IOCTHUII YKpaiHW,
3aTBep/KEHOr0 MoctaHoBoro KabGinety MinictpiB Ykpainu Big 02 numnHs
2014 poxy Ne 228, mianyHKTy 2 myHKTY 3 Ta miAnyHKTY 7 nyHKTY 4 [lonoxxeHHs
npo AnmiHicTpamito JlepkaBHOi CiykOM CHEIialbHOTO 3B’SI3KYy Ta 3aXHUCTY
iHpopmarii Ykpainu, 3atBepxeHoro nocraHoBoro Kabinery MinicTpiB Ykpainu
Binm 03 Bepecus 2014 poky Ne 411, ta 3 Meroro 3a0€3MEUYEHHS TEXHIYHOTO
pPErylIOBaHHS IHPPACTPYKTYpU BIAKPUTHUX KIIOYIB Ta HAJaHHA MOCIYT
€JIEKTPOHHOTO HU(POBOTO MIATUCY

HAKA3YEMO:

1. Vaectm no Haka3zy MinictepcTBa foctuiii Ykpainu, AamiHicTparii
JlepxaBHOI CITy>)kOM CIIEIIAIBHOTO 3B S3Ky Ta 3axHUCTy iHdopMailii YKpaiHu Bi
05 rpyaus 2013 poky Ne 2563/5/645 «IIpo 3aTBepaKeHHS MEPETIKiB CTAaHAAPTIB Y
chepl eNeKTpOHHOTO HHU(PPOBOTO MIAMUCY, TMEPCIEKTUBHUX JIsi TEPETsiay Ta
rapMoOHi3aIii 3 €BPONCHCHKUMH Ta MIKHAPOJHUMHU CTaHAApPTaMHU BiATIOBITHO 10
BCTAHOBJICHUX 3aKOHO/IaBCTBOM MPOIEAYP» TaKl 3MIHU:

1) 3aroj0BOK Haka3y BUKJIACTH y TaKil peaaKilii:
«IIpo 3aTBepmxenHs Ilepeniky MI>KHAPOJHUX Ta €BPONEHCHKUX CTaHIAPTIB,
IHITUX aKTiB TEXHIYHOT'O PETYIIOBaHHS JJI1 TapMOHi3allii 3 MeTor pedopMyBaHHS,
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PO3BUTKY Ta 3a0e3ledyeHHs 1HTeponepadebHOCTI CHUCTEMU EJEKTPOHHOIO
1udpoBoro mianucy,

2) myHKT | Haka3y BHKJIACTH y TaKiil pemaaKiiii:

«1. 3arBepautu Ilepemik MIDKHAPOIHUX Ta €BPOMEUCHKUX CTaHAAPTIB,
IHIIUX aKTiB TEXHIYHOTO PETyJIOBaHHS AJIs TapMOHI3allii 3 METOI0 peopMyBaHHS,
pPO3BUTKY Ta 3a0e3medyeHHs IHTepONepadeIbHOCTI CHUCTEMHU EJIEKTPOHHOTO
(G pPOBOTo MiAMHUCY.»;

3) MyHKT 2 3aMiHUTH IBOMAa HOBUMH ITyHKTAMH TAKOTO 3MICTY:

«2. MinictepcTBO 1ocTHIll YKpainu Ta AnMiHicTparis JlepkaBHOI ciy>KOu
CHEIIaIbHOrO 3B’SI3KY Ta 3aXUCTy 1H(popMallii YKpaiHU SK IEHTpaJbHI OpraHu
BUKOHABYOI BjIaJu, Ha siki moctaHoBor KaOinery MinictpiB Ykpainu Big 13
oepesns 2002 poky Ne 288 «IIpo 3aTBep/KeHHs MEPENiKiB IEHTPATbHUX OPraHiB
BUKOHABYOi BJaJ{, Ha sIKI MOKJIAAAIOThCS (YHKIII TEXHIYHOIO PEryiIIOBaHHS Y
BU3HAUYCHUX cdepax MiSUIBHOCTI Ta PO3pPOOJEHHS TEXHIYHUX PETJIAMEHTIBY
MOKJIaJIeHO (PYHKIIIT TEXHIYHOTO PEryJtoBaHHs y cdepl eIeKTPOHHOTO IU(POBOro
NIANUCY Ta 3aXHUCTy JepKaBHUX 1H(OpMaLIHHUX pecypciB B 1H(POpPMAILIiHO-
TEJIEKOMYHIKALIMHUX CHUCTEMaX, KpUOTOrpaiyHOro Ta TEXHIYHOTO 3aXHUCTY
iH(popMallli, TEIEeKOMYyHIKallii, KOPUCTYBAHHS PaAlOYaCTOTHHUM PECYPCOM
HAJAI0Th MPOIO3HUIIIT II0JJ0 KOPUTYBaHHS LILOTO MEPEITIKY.

3. YcTaHOBHTH, IO 1EH MEepeiK € MiACTaBOIO I PO3POOIECHHS MPOMO3HIIIM
no Ilnany HalloHaJIbHOI CTaHAApTU3alli Ha BIANOBIAHUN pik MiHICTEpCTBOM
foctuilii Ykpainu Ta AamiHictpariiero JlepaBHO1 ciykOU CHEialbHOTO 3B’ S3KY
Ta 3axXUCTy 1HpopMaIlii YKpaiHu sSK HEHTPaTbHUMU OpraHaMy BUKOHABYOI BIIAIH,
Ha K1 nmocrtaHoBoto KaGinery MinictpiB Ykpainu Bin 13 Gepesns 2002 poky Ne
288 «IIpo 3aTBepmKeHHS MEepemiKiB IEHTPAIbHUX OPraHiB BUKOHABYOI BIIAJU, Ha
K1 TIOKJIAAAIThCd (PYHKIT TEXHIYHOTO PETYJIOBaHHA Yy BH3HAYeHUX cdepax
TUSTBHOCTI Ta PO3POOJIEHHS TEXHIYHUX PErJIaMEHTIB» TOKIaJIeHO (YHKIT
TEXHIYHOT'O PETYIIOBAHHS Y cPepl eNEKTPOHHOrO HU(PPOBOTO MIAMUCY Ta 3aXUCTY
JepKaBHUX 1H(QOpMALIHHUX pecypciB B 1H(POPMALIIHO-TEIEKOMYHIKAIITHIX
CUCTEMaX,  KpuUNTOrpaiyHOro Ta  TEXHIYHOrO  3axucTy  iHdopmailii,
TeJIEKOMYHIKaIliil, KOPUCTYBAHHS Pa/llOYaCTOTHUM PECYPCOM. Y.

VY 3B’s13Ky 3 UM NYHKTH 3, 4 BBOKATH BIJMOBIIHO MMyHKTamu 4, 5;

2. BusHaTu TakuMm, MO0 BTPATHB YWHHICTH, [lepenik ctanmaptiB y cdepi
€JIEKTPOHHOTO MU(POBOTO MIAMUCY, IO MIATAIOTh MEPETIsiay, 3aTBepIKEHUN
Haka3oM MiHicTepcTBa OCTHIT YKpainu, Anmidictpamii Jlep>kaBHOi ciryx0Ou
CHEIiaIbHOTO 3B’s3Ky Ta 3axucTy iHpopmarii Ykpainu Bing 05 rpynus 2013 poky
Ne 2563/5/645.

3. Ilepemik cranmapTiB y cdepi €IEKTPOHHOTO IU(GPOBOTO MiAMUCY IS
rapMoHI3aIlii 3 €BPONEHCHKUMH Ta MI>KHAPOJAHUMU CTaHAAPTaMU BUKJIACTH Y HOBIN
penaKii, o 101a€ThCs.



4. KoHTposib 3a BHKOHAHHSIM IIbOTO HakKa3y IOKJIACTH Ha 3acTyIHHUKa
Minictpa roctunii Ykpainu bonmapuyka [.B. Ta mepmoro 3actymHuka I'ojoBu
JepxaBHOi cimy>kOM cHeniajgbHOro 3B’S3KYy Ta 3axucty 1Hdopmaii Ykpainu
Kopmueiika O.B.

MinicTp rocTuuii Ykpainu TI'ooBa /lep:kaBHOI cory:K0M
CIeniaJbHOro 3B’S3KYy Ta 3aXHCTY
iHpopmanii Ykpainu

II.1. HIETPEHKO B.I1. 3BEPEB




I[TPOEKT

3ATBEPJI’KEHO

Hakaz MinictepcTBa rocTuIlli YKpaiHu,
Anminictpanii  [lepkaBHOoi  ciyxOu
CHEIIaJIbHOTO  3B’SI3KYy  Ta  3aXHCTYy
iHbopMartii Ykpainu

05 rpymns 2013 poky Ne 2563/5/645

(y penakii Hakazy MiHicTepCcTBa FOCTHITIT
Ykpainu, AnMinictpamii  Jlep:kaBHOT
CIIy’)KOHU CTIeLiaIbHOTO 3B’SI3KY Ta 3aXHUCTY
iHopMarii Ykpainu

BiJ Ne / )

Ilepenik Mi’KHAPOAHUX Ta €BPONEHCHKUX CTAHAAPTIB, iHIIUX AKTIB

TEXHIYHOI'0 peryJIlOBaHHs ISl FapMoOHi3alii 3 MeTor0 pedopMyBaHHH,
PO3BHUTKY Ta 3a0e3Me4eHHd iHTeponepadeIbHOCTI CHCTEMH eJIEKTPOHHOIO

uu@poBOro mianucy

I. Kpunrorpagiyni MexaHi3MH Ta IPOTOKOJH €JICKTPOHHOr0 LU(POBOro

mianucy

1.  ISO/IEC 9796-2:2010
«Information technology — Security techniques — Digital signature schemes
giving message recovery — Part 2: Integer factorization based mechanismsy.

2. ISO/IEC 9796-3:2006
«Information technology — Security techniques — Digital signature schemes
giving message recovery — Part 3: Discrete logarithm based mechanismsy.

3. ISO/IEC 14888-1:2008
«Information technology — Security techniques — Digital signatures with
appendix — Part 1: General».

4.  ISO/IEC 14888-2:2008
«Information technology — Security techniques — Digital signatures with
appendix — Part 2: Integer factorization based mechanismsy.

5. ISO/IEC 14888-3:2006
«Information technology — Security techniques — Digital signatures with
appendix — Part 3: Discrete logarithm based mechanismsy.

6. ISO/IEC 15946-1:2008
«Information technology — Security techniques — Cryptographic techniques
based on elliptic curves — Part 1: Generaly.

7. ISO/IEC 15946-5:2009

«Information technology — Security techniques — Cryptographic techniques
based on elliptic curves — Part 5: Elliptic curve generationy.
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I1. IndgpacTpykrypa BiAKPUTHX KJIIOYiB

1.

ISO/IEC 18014 -1:2008

«Information technology — Security techniques — Time-stamping services —
Part 1. Framework».

ISO/IEC 18014-2:2009

«Information technology — Security techniques — Time—stamping services —
Part 2: Mechanisms producing independent tokens.

ISO/IEC 18014-3:2009

«Information technology — Security techniques — Time—stamping services —
Part 3: Mechanisms producing linked tokensy.

ISO/IEC 9594-8:2008

«Information technology — Open Systems Interconnection — The Directory:
Public-key and attribute certificate frameworksy.

II1. YnpaBiaiHHs KI04YaMu

1.

ISO/IEC 11770-1:2010

«Information technology — Security techniques — Key management — Part 1:
Framework».

ISO/IEC 11770-2:2008

«Information technology — Security techniques — Key management — Part 2:
Mechanisms using symmetric techniquesy.

ISO/IEC 11770-3:2008

«Information technology — Security techniques — Key management — Part 3:
Mechanisms using asymmetric techniques».

ISO/IEC 11770-4:2006

«Information technology — Security techniques — Key management — Part 4:
Mechanisms based on weak secrets.

ISO/IEC 11770-5:2011

«Information technology — Security techniques — Key management — Part 5:
Group key management.

IV. 'em-¢gyukuii Ta koau apreHTH(iKaLii NoBi1OMIEHD

1.

ISO/IEC 9797-1:2011

«Information technology — Security techniques — Message Authentication
Codes (MACSs) — Part 1: Mechanisms using a block cipher.

ISO/IEC 9797-2:2011

«Information technology — Security techniques — Message Authentication
Codes (MACSs) — Part 2: Mechanisms using a dedicated hash-functiony.
ISO/IEC 9797-3:2011

«Information technology — Security techniques — Message Authentication
Codes (MACSs) — Part 3: Mechanisms using a universal hash-functiony.
ISO/IEC 10118-1:2003

«Information technology — Security techniques — Hash-functions — Part 1:
Generaly.

ISO/IEC 10118-2:2010

«Information technology — Security techniques — Hash-functions — Part 2:
Hash-functions using an n-bit block cipher».



ISO/IEC 10118-3:2005

«Information technology — Security techniques — Hash-functions — Part 3:
Dedicated hash-functions».

ISO/IEC 10118-4:1998

«Information technology — Security techniques — Hash-functions — Part 4:
Hash-functions using modular arithmeticy.

V. Kpunrorpagiyni nporokom apreHTH(QiKanii Ta ineHTHdikanii

1.

ISO/IEC 9798-1:2010

«Information technology — Security techniques — Entity authentication — Part
1: Generaly.

ISO/IEC 9798-2:2008

«Information technology — Security techniques — Entity authentication — Part
2: Mechanisms using symmetric encipherment algorithmsy.

ISO/IEC 9798-3:1998

«Information technology — Security techniques — Entity authentication — Part
3: Mechanisms using digital signature techniques.

ISO/IEC 9798-4:1999

«Information technology — Security techniques — Entity authentication — Part
4. Mechanisms using a cryptographic check functiony.

ISO/IEC 9798-5:2009

«Information technology — Security techniques — Entity authentication — Part
5: Mechanisms using zero-knowledge techniques».

ISO/IEC 9798-6:2010

«Information technology — Security techniques — Entity authentication — Part
6: Mechanisms using manual data transfer».

ISO/IEC FDIS 29115

«Information technology — Security techniques — Entity authentication
assurance frameworky.

ISO/IEC 29191:2012

«Information technology — Security techniques — Requirements for partially
anonymous, partially unlink able authenticationy.

VI. AnropurMu resepaiii Ta TeCTyBaHHS MOCJTiIOBHOCTEH BUIIAKOBHUX YK CeJ

1.

2.

ISO/IEC 18031:2011

«Information technology — Security techniques — Random bit generation».
ISO/IEC 18032:2005

«Information technology — Security techniques — Prime number generationy.

VII. MexaHi3Mu HeCTIPOCTOBHOCTI

1.

ISO/IEC 13888-1:2009

«Information technology — Security techniques — Non-repudiation — Part 1:
Generaly.

ISO/IEC 13888-2:2010

«Information technology — Security techniques — Non-repudiation — Part 2:
Mechanisms using symmetric techniquesy.

ISO/IEC 13888-3:2009

«Information technology — Security techniques — Non-repudiation — Part 3:
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Mechanisms using asymmetric techniques».

VIII. Metoau mum(ppyBaHHA

1.

ISO/IEC 10116:2006

«Information technology — Security techniques — Modes of operation for an
n-bit block ciphery.

ISO/IEC 18033-1:2005

«Information technology — Security techniques — Encryption algorithms —
Part 1. Generaly.

ISO/IEC 18033-2:2006

«Information technology — Security techniques — Encryption algorithms —
Part 2: Asymmetric ciphersy.

ISO/IEC 18033-3:2010

«Information technology — Security techniques — Encryption algorithms —
Part 3: Block ciphersy.

ISO/IEC 18033-4:2011

«Information technology — Security techniques — Encryption algorithms —
Part 4: Stream ciphersy.

IX. Bumoru 10 KpunroMoayJiiB

1.

ISO/IEC 19790:2012

«Information technology — Security techniques — Security requirements for
cryptographic modules».

ISO/IEC DIS 24759

«Information technology — Security techniques — Test requirements for
cryptographic modulesy.

X. MexaHi3MU NPUBATHOCTI

1.

ISO/IEC 29100:2011
«Information technology — Security techniques — Privacy framework».

XI. MeToau Ta MeXaHI3MH 3aXUCTY Bil HECAHKI[IOHOBAHOTO JOCTYILY

1.

ISO/IEC 15408-1:2009

«Information technology — Security techniques — Evaluation criteria for IT
security — Part 1: Introduction and general model».

ISO/IEC 15408-2:2008

«Information technology — Security techniques — Evaluation criteria for IT
security — Part 2: Security functional components».

ISO/IEC 15408-3:2008

«Information technology — Security techniques — Evaluation criteria for IT
security — Part 3: Security assurance componentsy.

ISO/IEC TR 15446:2009

«Information technology — Security techniques — Guide for the production of
Protection Profiles and Security Targets».

ISO/IEC 18045:2008

«Information technology — Security techniques — Methodology for IT
security evaluationy.

ISO/IEC TR 19791:2010

«Information technology — Security techniques — Security assessment of



operational systemsy.

XII. Cranpapru3anis y cepi OiomeTpuku

1.

ISO/IEC 19792:2009

«Information technology — Security techniques — Security evaluation of
biometricsy.

ISO/IEC 24745:2011

«Information technology — Security techniques — Biometric information
protectiony.

ISO/IEC 24761:2009

«Information technology — Security techniques — Authentication context for
biometricsy.

XIII. Cranmapru CWA

1.

10.

11.

12.

13.

14.

CWA 14167-1:2003

«Security Requirements for Trust worthy Systems Managing Certificates for
Electronic Signatures — Part 1: System Security Requirements.

CWA 14167-2:2004

«Cryptographic module for CSP signing operations with backup — Protection
profile — CMCSOB PP».

CWA 14167-4:2004

«Cryptographic module for CSP signing operations — Protection profile —
CMCSO PP».

CWA 14169:2004

«Secure signature-creation devices «EAL 4+».

CWA 16093:2010

«Feasibility Study for a Global eBusiness Interoperability Test Bed (GTIB)».
CWA 16022:2009

«Project Schedule and Cost Performance Management (PSCPM)».

CWA 15994:2009

«eTendering Process)».

CWA 15666:2007

«Business Requirements Specification, Cross industry e-Tendering process».
CWA 15667:2007

«Business Requirements Specification, Cross industry Catalogue Process».
CWA 15668:2007

«Business Requirements Specification, Cross industry Invoicing Processy.
CWA 15669-1:2007

«Business requirements specification — Cross industry ordering process —
Part 1: Global ordering process model definitiony.

CWA 15669-2:2007

«Business requirements specification — Cross industry ordering process —
Part 2: Order transactiony.

CWA 15669-3:2007

«Business requirements specification — Cross industry ordering process —
Part 3: Order change transactiony.

CWA 15669-4:2007
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«Business requirements specification — Cross industry ordering process —
Part 4: Order response transaction.

15. CWA 15670:2007
«Business Requirements Specification, Cross industry Remittance Advice
Processy.

16. CWA 15671:2007
«Business Requirements Specification, Cross industry Scheduling Process».

17. CWA 15672:2007
«Business Requirements Specification, Cross industry Despatch and Receive
Processy.

18. CWA 15066:2004
«SAD Transit Declaration — Implementation Model».

19. CWA 15065:2004
«SAD Exports Declaration — Implementation Model».

20. CWA 15672:2007
«Business Requirements Specification, Cross industry Despatch and Receive
Processy.

21. CWA 15066:2004
«SAD Transit Declaration — Implementation Model».

22. CWA 15065:2004
«SAD Exports Declaration — Implementation Model».

23. CWA 15064:2004
«SAD Imports Declaration — Implementation Model».

24. CWA 14729-1:2003
«The Intrastat System — Part 1: The Implementation Model».

25. CWA 14729-3:2003
«The Intrastat System — Part 3. Message Implementation Guideline of
INSRES/XMLy.

XIV. Cranpaptu ETSI

1. ETSI TS 101 456:2005
«Electronic Signatures and Infrastructures (ESI). Policy Requirements for
certification authorities issuing qualified certificates».

2. ETSITR 102 437:2006
«Electronic Signatures and Infrastructures (ESI); Guidance on TS 101 456
(Policy Requirements for certification authorities issuing qualified
certificates)».

3.  ETSITS 102 778:2009
«Electronic Signatures and Infrastructures (ESI). — PDF Advanced
Electronic Signature Profiles; CMS Profile based on 1ISO 32000-1.

4.  ETSITS 102 778-1:2009
«Electronic Signatures and Infrastructures (ESI). — PDF Advanced
Electronic Signature Profiles. — Part 1. PAdES Overview — a framework
document for PAdES».

5. ETSITS 102 778-2:2009

«Electronic Signatures and Infrastructures (ESI) — PDF Advanced Electronic



10.

11.

10

Signature Profiles — Part 2: PAJES Basic — Profile based on 1SO 32000-1».
ETSI TS 102 778-3:2009

«Electronic Signatures and Infrastructures (ESI); PDF Advanced Electronic
Signature Profiles; Part 3: PAJES Enhanced — PadES-BES and PAJES-
EPES Profiles».

ETSI TS 102 778-4:2009

«Electronic Signatures and Infrastructures (ESI) — PDF Advanced Electronic
Signature Profiles — Part 4: PAJES Long Term — PadES LTV Profiley.

ETSI TS 102 778-5:2009

«Electronic Signatures and Infrastructures (ESI) — PDF Advanced Electronic
Signature Profiles — Part 5: PAdES for XML Content — Profiles for XAdES
signaturesy.

ETSI TS 102 231:2006

«Electronic Signatures and Infrastructures (ESI) — Provision of harmonized
Trust-service status information».

ETSI TR 102 272:2003

«Electronic Signatures and Infrastructures (ESI); ASN.1 format for signature
policiesy.

ETSI TR 102 158:2003

«Electronic Signatures and Infrastructures (ESI); Policy requirements for
Certification Service Providers issuing attribute certificates usable with
Qualified certificatesy.

XV. Pexomenaauii RFC

1.

2.

RFC 3739 Internet X.509

«Public Key Infrastructure: Qualified Certificates Profile».

RFC 4510

«Lightweight Directory Access Protocol (LDAP): Technical Specification
Road Map».

RFC 4511

«Lightweight Directory Access Protocol (LDAP): The Protocol»

RFC 4512

«Lightweight Directory Access Protocol (LDAP): Directory Information
Models».

RFC 4513

«Lightweight Directory Access Protocol (LDAP): Authentication Methods
and Security Mechanismsy.

RFC 4514

«Lightweight Directory Access Protocol (LDAP): String Representation of
Distinguished Names».

RFC 4515

«Lightweight Directory Access Protocol (LDAP): String Representation of
Search Filtersy.

RFC 4516

«Lightweight Directory Access Protocol (LDAP): Uniform Resource
Locator».
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9. RFC4517
«Lightweight Directory Access Protocol (LDAP): Syntaxes and Matching
Rulesy.
10. RFC 4518
«Lightweight Directory Access Protocol (LDAP): Internationalized String
Preparationy.
11. RFC 4519
«Lightweight Directory Access Protocol (LDAP): Schema for User
Applicationsy.
12. RFC 4523
«Lightweight Directory Access Protocol (LDAP) Schema Definitions for
X.509 Certificatesy.
13. RFC4211
Internet X.509 «Public Key Infrastructure Certificate Request Message
Format (CRMF)».
14. RFC 5652
«Cryptographic Message Syntax (CMS)».
15. RFC 2560
«Internet X.509 Public Key Infrastructure Online Certificate Status
Protocol — OCSP».
16. RFC 2631
«Diffie-Hellman Key Agreement Method», June 1999».
17. RFC 3161
«Internet X.509 Public Key Infrastructure Time-Stamp Protocol (TSP)».
18. RFC 3370
«Cryptographic Message Syntax (CMS) Algorithmsy», August 2002.
19. RFC 3852
«Cryptographic Message Syntax (CMS)», July 2004».
XVI. Pexkomenaanii PKCS
1. PKCS#5
«Password-Based Cryptography Standardy.
2. PKCS#8
«Private-Key Information Syntax Standard.
3.  PKCS#10
«Certification Request Syntax Specificationy.
4., PKCS#11
«Cryptographic Token Interface (Cryptoki)».
5. PKCS#12
«Personal Information Exchange Syntax Standard»
6. PKCS#15
«Cryptographic Token Information Format Standard».
7. W3C

Recommendation 10 June 2008 XML «Signature Syntax and Processing
(Second Edition)y.
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XVII. Ynpasiinas ingopmauiiiHoo 0e31eK010

1.

10.

11.

12,

13.

14,

15.

ISO/IEC 27000: 2013

«Information technology — Security techniques — Information security
management systems — Overview and vocabulary».

ISO/IEC 27001: 2013
«Information technology — Security techniques — Information security
management systems — Requirementsy.

ISO/IEC 27002: 2013
«Information technology — Security techniques — Code of practice for
information security controlsy.

ITAF, 3d Edition

«A Professional Practices Framework for IS Audit/Assurance.

ISO/IEC 27005: 2011

«Information technology — Security techniques — Information security risk
managementy.

ISO/IEC 27006:2007

«Information technology — Security techniques — Requirements for bodies
providing audit and certification of information security management
systemsy.

ISO/IEC 27007:2011

«Information technology — Security techniques — Guidelines for information
security management systems auditing».

ISO/IEC TR 27008:2011

«Information technology — Security techniques — Guidelines for auditors on
information security management systems controlsy.

ISO/IEC 27010: 2012

«Information technology — Security techniques — Information security
management for inter-sector and inter-organizational communicationsy.
ISO/IEC 27031: 2011

«Information technology — Security techniques — Guidelines for information
and communication technology readiness for business continuity».

ISO/IEC 27033-1: 2009

«Information technology — Security techniques — Network security — Part 1:
Overview and concepts».

ISO/IEC 27033-2: 2012

«Information technology — Security techniques — Network security — Part 2:
Guidelines for the design and implementation of network security».

ISO/IEC 27033-3: 2010

«Information technology — Security techniques — Network security — Part 3:
Reference networking scenarios — Threats, design techniques and control
ISSuesy.

ISO/IEC 27033-4: 2013

Information technology — Security techniques — Network security — Part 4:
Securing communications between networks using security gateways
ISO/IEC 27033-5: 2013
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«Information technology — Security techniques — Network security — Part 5:
Securing communications across networks using Virtual Private Network
(VPNS)».

16. ISO/IEC27035: 2011
«Information technology — Security techniques — Information security
Incident managementy.

HavanbHuk YnpapiiHHs

(pyHKIiOHYBaHHS IEHTPAJIbHOTO

3aCBiI1yBaJILHOTO OPraHy

MinicTrepcTBa IocTHIIl YKpaiHu 0O.B. Koctenko

JMupexrop denmapramenty kpunrorpagiuHoro

3axucTy iHpopMmanii AqmiHicTpamii

JepaxaBHOI CJIy0M CrieniaJibHOIO 3B’ A3KY

Ta 3aXUCTy iHGopmanil YKpaiHu A.lL IymkapboB



